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1. puttygen ZiEHI L %3,

HOMS (Type of key to generate) ¥ LT TEADSA1 %3EIR U TEA25519 (255 bits)1 71— 7% 3E&R L.

lGenerate] REx V%7V v 7 L%T,

o PuTTY Key Generator

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Pararneters

Tvpe of key to generate
I RsA O Dsa

Curve to use for generating this key:

Generate

Load

Save private key

) 33H-1 (Rea)

I Ed25519 (255 bite) >~ |

2. RURHI—=VNET UV RLZEHILET,

24. nJ1>
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= PuTTY Key Generator

File Key Conversions Help

Key
Please generate some randomness by moving the mouse over the blank area.

Actions
Gienerate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to zenerate
D=4 ECDEa EdDSA SEH-1 (RA)
Curye to use for generating this key: Ed?551%9 (255 hits) ~

3. REA#EREL X,
IPublic key for pasting in to OpenSSH authorized_keys file: | ICFRENDZAEE, 7V v FHR— RiZa
-l (XERZESH LN TEL 288D LET),
70y TR=PFNICROMNINE (BB RDET) 2. BEEV =79 A P 2RHLTERLET,

& PuTTY Key Generator

File Key Conversions Help

ey
Public key for pasting into OpenSEH authorized keys file:

_

Key fingerprint ssh—ed25510 255 SHARES! L} L

Key comment: |eddsa*key*2[ |

Key passphrasze: | |

Canfirm | |
Actions

Gienerate a public/private key pair
Load an existing private key fils Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate

RS, DsA ) ECDsA ® EdDzA ) 88H-1 (RSA)
Curve to use for generating this key: Ed25519 (255 bits) b

4. TKey passphrase] 8 & U TConfirm passphrase] 12, XA 7L —X % AN LET, ANk, TSave private
keyl RERV%EI7 Vv 7L, MEREHFERELET, SRT7L—XZE, vrf v/ —FADrZ 4 VI
ANZERDENFTDT, BRRVEI LTI,
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& PuTTY Key Generator

File Key Conversions Help
Key
Bublic key for pasting into OpenZEH autharized keys file:

ssh—ed2B619 u L

Key fingerprint

=sh-ed28610 255 EHARZGEE

Key comment: eddsa—key—20

Key passphrasze:

Confirm

Actions
Gienerate a public/private key pair
Load an existing private key file

Save the generated key Save public key

Pararneters

Type of key to zenerate
L RzA L DsA

Curve to use for generating this key:

() ECDzA ® EdDEA

Generate

Load

Save private key

() 58H-1 (REA)
Ed25519 (255 hits) v

AR AT L —XEF R Y — FRARRICHADHER LIS WLFHNEREL TL IV, £z, &
FTRRATIL—XBHRETDIIOIBHOBLEST, ATV —XDOEX X 15 XFLUEZHEREL T,

5. MEREREST 27 7 AN%%E TT740I% (N1 AL,
ERPRESNE T,

B® Save private key as:

“ ~ 4 m > ThisPC > Desktop
Organize = New folder

. iwamato A Name Date modifie
p

Fo1 > BRE

iwamoto

i OneDiive

= This PC
3 30 Objects
= Desktop
Decuments
# Downloads

b Music K

MRTF (S)) A& V%227V Yy 7 LET, W

1) Specify a file name.-

File name:| SRR

Save s type: |PuTTY Private Key Files (*ppk)

A Hide Folders

2.4.2 NREBER

2) Click the Save button..

n

s BEVITYA FRALIER

« NFEROEMER

24. nJ1>
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BEVI YA b ERMALLER

1. 8&Y =794 b (https://www.fugaku.r-ces.riken.jp/) a4 > L, X=a—n05 [FIRER—2IL]
27V v LET,

A—){=a>E1—% [E&]

O ERRR BELBNSE
EEEms 20201225 EEED  HEMBCEHT I 7 LSRF AERRELICES
EART T2
BRSE
2021.03-04 EIIED
20210304 EZED

20210304 D
20210804 EIEED
20210304 EZED
20210304 D
2021-03-04 EZEITI
20210225 EIEED
20210303 EIEED

> )~ RBEUS3TNEOPIEATAORE (BIEFH)

T=INSOTIEARIAGRE (EEFH) Resoved

Fugaku User Portal

User information

User ID

Group ID
Home Directory
Login Shell

Belonging Group Name

Project Name = =
Project ID

Term(Start Date - End
Date)

End Date of The Grace
Term

Project Manager Name -

3. TPublickey Registration] WI\CFIA T 2Nz 2 —&R—AMLET,
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Fugaku User Portal

Publickey Registration

+ Depending on file system conditions, public key registration can take alog time. Please note

Attention point of input
Please make sure that the browser you are using has been tested. If the problem does not improve, please contact
the support desk

Attention point of input

Please generate the 2048bit the length of the key

The public key will be additionally written into the current file. (If there is no file, a new file is created.)

A single operation cannot register multiple public keys. Register cne public key at a time.

Do NOT put your SSH private key on the login nodes

2020 Copyright ©RIKEN Center for Computational Science

4. [Register] RR > EHL LT,

5. NEEMRD S X [Register] RX L 5,

Please confirm the following terms before you register the pu

- You must not put ssh private keys in the front-end servers.

- If you put private keys in the front-end servers, you will
temporarily prohibited from logging in to the Fugaku portal
the Fugaku computer for security purpose.

- Not only private keys for the Fugaku computer, all ssh priu
are prohibited.

If you accept the terms above, click OK to continue to the re

If you cannot accept, click Cancel to exit.
Al

6. [Registration has been completed. ] DEHARREINS &, NHBOBRIERITHED TT,
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Registration has been completed.

Please press the OK button.

You can continue to register another public key.

ER: REHEE 1 BEIORET 1 EL IR TEIEA. 2 EHMUBEOHRETIE, BIMERE 2D £3,
2EM EORFAFEZ B L 2 WEEIE, FRROBEEZEDIEL T ZS W,

7. RABEPEL K BRWHERZL T — X v b —INRRSNE T, RHEEZHR L CHESRLMZETL
TLEEW,

Fugaku User Portal

\»

Publickey Registration

« Depending on file system conditions, public key registration can take alog time. Please note.

[ERROR]
[ErrorCode] : 38e012
[Message] : Error Code [ 380e12 ]

NEARDEME TR

v 74y — IR BINERT 2 FIEEZRLE T,

Emv 7% P EAMHLGEINERS 25k, vr4 Y/ —Rica 4 Y LTEE7 7 A Vefifs 57
ERDHDET, TITIE B4V —FTI7 7 ANERET 2 EZRLET,

1. a2’4 >/ — K T~/.ssh/authorized_keys ZfEL £7,
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(

[_LNlogin]$ vi ~/.ssh/authorized_keys

[i] F—%#TFL. vi TT04 2D —FE—FRICLET
IIADEI ) v I%BTRL, .ssh/id_ed25519.pub DRBZEED T £

[esc] ¥—%#HTL. [wq!]l] ZAHL. [Enter] F—%WTFLZFT

2. NBHEEZ %% L7- authorized_keys D X—3I v a YEEHLFT,

[_LNlogin]$ chmod 600 ~/.ssh/authorized_keys

243 7UOERAE

A=NR—ay¥a—X& &l "O7 7R TjEZRLET,

nrAy/—RiZur 435123 TER7 (MER L) OFER) oFIHE2EML. 974 v/ —FiZ
NEIEPBRINTOEIREND D £7,

7arg LB (TuZ T MMER Ay R4 ) BRUOY a TRE (P a TEA Y a TIRERR Y a TH
) &, 24>/ — Ko EMBLET,

=L EOVET

e OJA>/—FK (PulTY)

aJa14>/—Fr

FHE DAL . ROKRAMLGTT Z7EALET
KA 44 ¢ login. fugaku.r-ccs.riken. jp
ssh a~ > FOETHZRLET,

(@NEEAETD)

[terminal]$ ssh username@login.fugaku.r-ccs.riken.jp

The authenticity of host 'XXXXXX (nnn.nnn.nnn.nnn)' can't be established.

XXXXX key fingerprint is XX: XX: XX: XX: XX: XX: XX: XX: XX:XX:XX:XX:XX:XX:XX:XX.

Are you sure you want to continue connecting (yes/no)? yes # yes Z A (#¥IE)

Enter passphrase for key '/home/groupname/username/.ssh/id_ed25519': # NXT7L—X%A
h

[_LNlogin]$
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1. fiE e 274 Y, KR PROERICOWT, HEZRD R v+ — (Are you sure you want to continue
connecting) HFERINET, lyes) ZANNLET,

2. B4 v 7 — FADOERHRIZ X11 Forwarding #REZ AR & 325513, sshotr 7> a V-X 248EL
TLEE W,

3. B4 ¥ — RADHEHRFIZ SSH Agent-forwarding BREZ ERI & T 2581, sshDoA T av-A %
FRELTL &,

4. EEEOR 4 Y ) — FERERALTVWE T, F— A8 (/home)., 7 — XiHIK (/data) &, FurA
V)—FTHHELET, /-, SEBY 7N T7OREDFR LTI,

IR BRTOEREICH 7 A NDT7 7 A NVBEASNUTERLESEIE, ssha~v >y Fo-1i A 7> a Yy
THE7 7 ANVDT7 7 ANZBERRELTLIEE W,

[terminal]$ ssh -i key_filename username@login.fugaku.r-ccs.riken. jp

aJa4>./—F (PuTTy)
Windows (PuTTY) ZEHALT. v 4>/ —Riur 4 r335E2RLET,

1. PuTTY BB L £ 3, FHZEOHRICHEEIN TV EIMEREFRELET,
lConnection1 — TSSH1 — TAuthy — TCredentials1 7*% TBrowse] R"&Z %27V v 7 L%E7T,
puttygen CHERK L 7 M5S£ 97,

%, PUTTY Configuration

Category:

- K evboard Y | Credentials to authenticate with
- Bell

- Features
(=] Wirdow

- Appearance | H pH| | Browse...
- Behaviour T T T e T T T i T R

- Tranzlation |
[+ Belection
- Cioloyr

=] Connection I \
Plugin cormmand to run
oUgLd |

- Prox
=]
s
- Host kevs

E—;l.-.-.ﬂ.bthi
Credentials I

Public—key authentication

Private key file for authentication:

| Browse...

Flugin to provide authentication rezponzes

About Cipen Cancel
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2. TSession] %i#ERL F T,

THost Name(or IP address)] 2. @274 > /) —FDERAMEEANLET,
72, TSaved Sessionsl \ARE T 2 4H1% AT L.
74 VRHIRTF L7 Rl IR L,

BELNEEHREST S
MSave] RE V%7V v 7 L%T, 2HELUEDR
MLoad) A& V%7V v 7 L%ET,

Category:

PuTTY Configuration

- Fevhoard
- Bell
- Features
[=]- Yuird o
- Appearance
- Behaviour
- Translation
[+ Selection
- Colours
= Connection
DEI a3
-~ Prosey
- Telnet
- Rlegin
= z=H
- Kax
- Heost keys
- Cipher
(= Awuth
L GEEAPI

? X

Basic options for vour PuTTY session

Specify the destination vou want to connect 1o

Host Name Lor (= address) fEort
‘Iogin.fugaku.r—ccs.riken.jp I|22
Connection type: o o o

L) Raw L) Talnet ' Rlogin ' S5H L) Sarial

Load, save or delete a stored session

About

Help

Daved DessIons

‘ login fugalku
SeE uht éettlngs Laad
I Save
Delete

Close window on exit:
) Always L) Newver

) Only on clean exit

Qpen

Cancel

3. a g v/ — FAERRIZ X11 forwarding #EEZ BRI & T 25 E1E TOpens 27V v 7§ 2011
lConnectiony — TSSH1 — TXI11 %#B0%& TEnable X11 forwarding] 12F = v 7% ANLTL & W,

24. nJ1>
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PuTTY Configuration

Category:

Wi indon

- AppEarance
- Behawiour
- Tranzlation
[+ Selection

|

| iy

Connection I

-Prosy
SEH I

R
- Host kevs
- Sipher
[+ Auth
- TTY
- Tunnels
- Blgs
- hore bugs
- Serial
- Telnet
- Flogin

Optionz contralling S5H X171 forwarding

11 forwarding

LA Erable 311 foraardine

About

A display location |

Remote X171 authentication protocol

® MIT-Mazic-Cookie=1 () ¥DM-Authorization-1
¥ authority file for local dizplay

| Browse...

Cipen Cancel

4. a7 A v ) — FAHEHIFIC Agent-forwarding #EEZ BRI & § 2581 TOpen 22V v 73 3 HiIC

5.

lConnection1 — TSSH1 — TAuth)y %#Bi& TAllow agent forwardingl 125 = v 7% AT RE W,

é--ODnnectiDn

—Uats
... Py
EX=l
e

- Host keys

I

Al

- Tunnels

- Bugs

- hore bugs
- Serial

- Telnet

- Flogin

About

Authentication methods

[l Atternpt authentication using Pageant

LI atternpt TIS or CryptaCard auth (SSH-1)

[l Atternpt “keyboard—interactive” auth (SSH-2)

=d options

Ll i azent forwarding
T ANow attempted changes of username in S3H-2

Cipen Cancel

PuTTY Configuration
Category:
E--Window Optionz contralling S=5H authentication |
i b Appearance
| Behaviour || Display pre—authentication banner (S=H-2 only)
- Tramnslation LI Bypass authentication entirely (SSH-2 anly)
[H-Zelection | Disconnect it authentication succeeds trivially
B 1T

TOpeny R& %227V vy 7 LET, B4 Y/ — ENOEHDSHmBESNE T,

48
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6. FllEla 274 VI, R R FROBFFICOWT, MREEAZRSNET, TEW (Y1 220y 27 L%,

PUTTY Security Alert =

The server's host key is not cached in the registry. You
i. have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 2048 26:74:90:02:42:58:86:d1:8e11 2:00:f6:c2:56:09:44

1) Click the Yes
button..

If you trust this host, hit Yes to add the key to
PuUTTY's cache and carry on connecting.

If you want to carry on connect ing just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandg
connection.

8. B —HNLT ATV MNEERRTL—XE AL, a4 v/ —RicurZ74 > L %5,

login as: username # O—hIWTho>haZA
B

Authenticating with public key "imported-openssh-key"

Passphrase for key "imported-openssh-key": passphrase # NRATL—X%ZAH
Last login: Tue Mar 27 09:57:12 2018 from XXX.XXX.XXX.XXX

login$

244 771 IEEE

FIRERARICA YA P =L ENTWBE T 7 A MRETT 75 4 (sep /sftp) ZFIFALT, vr4 >/ —F%
BHEULE7 7 A VEREDAJRET S, #5%1213 login. fugaku.r-ccs.riken. jp ZHHTE 7,

tF a2V T4 EFEOHZ e b an (fp rRa~vr ) OFAEFEELTVET,

7 7 ANMIERIE TRART (MERE N OFER) OFIHZERL. v/ 4 v/ — FICRBEENERINT
WBRRENHD FT,

s 77 AIERE (sftp)

o T7AILERE (scp)

e Windows (WinSCP)
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7 74 )LE5x (sftp)

1. sftp 2~ > FOETFH

[terminal]$ sftp username@login.fugaku.r-ccs.riken.jp

Enter passphrase for key '/home/groupname/username/.ssh/id_ed25519': # /NX 7L —
X% AN

sftp>

2. 7 7 A VEEER] (put)

sftp> put a.f90

Uploading a.f90 to /home/groupname/username/a.f90

sample.f90 100% 18 0.0KB/s  00:00
sftp>

3. 7 7 A NVEEER] (get)

sftp> get sample.sh.09110

Fetching sample.sh.09110 to /home/groupname/username/sample.sh.09110
sample.sh.09110 100% 18 0.0KB/s 00:00
sftp>

7 71 ILERE (scp)

l. scp a~ Y FOEFHIZRLET, GER»6T 742 —FA)

[terminal]l$ scp local_file username@login.fugaku.r-ccs.riken.jp:remote_file
Enter passphrase for key '/home/groupname/username/.ssh/id_ed25519': # J\RX7J
L—XZAND

[terminal]l$

2. scp Aav Y FOFTHIZRLET., (BT A ¥/ — FDOHHAN)

[terminal]$ scp username@login.fugaku.r-ccs.riken.jp:remote_file local_file
Enter passphrase for key '/home/groupname/username/.ssh/id_ed25519': # /\X7
L—X&ZAN

[terminall$
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Windows (WinSCP)

Windows RDE, WinSCP 2 ¥ D7 v A VrE T n 7S AR HH LT, a4 Y/ —FAT7 7 A4 VERE

L %9, WinSCP Tkl zRL 3,

1. WinSCP ZZ#H) L. [New Site] %#iEU % 5,

2. THostname) 2’4 >/ — RFDAR R4 (login. fugaku.r-ccs.riken.jp) Z AN L E T,

3. TUser namel a2 —¥EZEZANLET,

4. [Advanced...] 7V v 7 LES,

ﬁ Login
New Site
N |
‘ | |
Tools v Manage b

— X
Session
File protocol:
SFTP
Host name: Port number:
|Iogin.fugaku.r-ccs.riken.jp | | 22 5 |
User name: Password:
[ | |
Save - Advanced... |V
Login Close Help

5. [Authentication] @ TPrivate key filel \Z putty OMEE 7 7 A VHEFHEL. [OK] %227V vy 7 LET,

24. nJ1>
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Advanced Site Settings ? X
Environment [ Bypass authentication entirely
- Directories
Recycle bin Authentication options
- Encryption Attempt authentication using Pageant
SFTP
. Shell [+] Attempt 'keyhoard-interactive’ authentication
Connection Respond with password to the first prompt
- Proxy
Tunnel Attempt TIS or CryptoCard authentication (SSH-1)
SSH
Authentication parameters
[J allow agent forwarding
Private key file:
“ T . ] ppk
Display Public Key Tools -
GSSAPI
[] Attempt GSSAFI authentication
[ Allow GSSAPT credential delegation
Color - Cancel Help
6. TSavey 227V v 27 L. REMEZIRIFELE T,
B Login - X
L New Site Session
o — File protocol:
N . | |
SFTP M
Host name: Port number:
|Iogin.fugaku.r—ccs.riken.jp | | 2215 |
User name: Password:
e |
Save v Advanced... |V
Tools v Manage v | Login |v| Close Help

7. RIFUTRREMEZ IR L. TLoging %22V v 7 LERL ET,
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ﬁﬁ Login
i New Site

Session

File protocol:
SFTP

[ | | | !
E s @login.fugaku.r-ces.riken_jp

Tools hd Manage A

Port number:
|| 22|

Host name:

|Iﬂgin.fugaku.r—ccs.riken.jp

Password:

Advanced... ‘v

User name:

e

Edit

| Login |v|

Close Help

X

8. HEhisE TR, T A0 —J M- HENRERIN, 774V ERTI vy 7&Ky TUTIHETE S X

PR AUR:

245 OJ1>>xl

v2 A4 ¥ z)WiE /bin/bash TI,

2.4.6

ME&E ERBHRD X —IVESE

HEAERICET 2 X = TEE] o7 Ay b (uid) SEICEEENET,
ZAET 27D T—VFHETIELED R =L T RLRRERT2HEDPH D T (BERLEVEA, X—

NMIBEEXINET),

TREOERAHEICE S 2 X -V ZEEL 9, RENFTIIEIILTL £3,

o VAT LEEOHEERZIIZY a TER

« BHISEIEHR
* ZOfh

[X =7 FL 2DERTE]
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I—HFDHR—ALT4 L7 FVIC I forward)] 7 7 A VEER L., BEELEDX—L 7 RLRAZRTHL TLEX
W, I forward) DELEHIRT 4 L &Z VY 2 T OFRER I E1E FAQ ZHER L TL X\,

[_LNlogin]$ vi ~/.forward

o % :':z':@:'::'::':z‘: * .com
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